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Non-human material Human material used
for routine validation

Human material used
for research

Diagnostic Therapeutic

Clinical trials
Definition of clinical 
study in Eudralex, 
decision tree in annex I
Mostly studies with 
(investigational) 
medicinal product (often 
pharma)
Excluded diagnostics, 
cosmetics, foods



Big impact
• Full traceability

• Data management system
• Location of each sample and 

derivate needs to be known at all 
times => infrastructure

• Contracts
• No sample can be used without a 

contract with a biobank
• Including secondary use of 

samples
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Much more in line with clinical trials



Traceability

Personal data

Incidental findings

Informed consent form

Pseudonymization



Pseudonymization Anonymization
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Obligatory
Anonymization only possible:
- with consent of the patient
- by the physician manager
- By an ethics committee

Clinical trials

Embedded in GCP
Anonymization is difficult and 
impacts on the scientific 
usability of the data

GDPR

Anonymization is considered 
“processing" of data, so it must 
be done fairly and in 
accordance with the Acts

GDPR defines pseudonymization as

“The processing of personal data in such a manner that the personal data can no longer be attributed to a 
specific data subject without the use of additional information, provided that such additional information is 
kept separately and is subject to technical and organizational measures to ensure that the personal data are 
not attributed to an identified or identifiable natural person.”

GDPR defines anonymization as

“ the process by which personal data is irreversibly altered in such a way that a data subject can no longer 
be identified directly or indirectly, either by the data controller alone or in collaboration with any other 
party.”
The principles of data protection do not apply to anonymized information



Pseudonymization

 Who is responsible for the decryption key?
 Principal investigator (practically this key is often in the hands of the junior investigators)

 Practical organization on level of individual labs/groups/departments
 Safety of the decryption key/data?
 Duration of storage (legal obligations, but what if transfer of PI, retirement,…)? 

 Genetic data?

 What tools are available?
 Biobanks => currently shifting from Access and Excel sheets to more professional systems

 On lab level, what systems to use (integration with research data)?
 Oversight?

 Clinical trials => pharma trials ok, but academic trials often lack decent sample and data 
management systems

Given that pseudonymization of data is a must:



Informed consent form “consent” according GDPR
protecting ethics protecting privacy

GDPR defines consent as

Related to clinical trials, other legal bases for processing data are probably better suited

 Consent of the data subject means any freely given, specific, informed and unambiguous indication of 
the data subject’s wishes by which he or she, by a statement or by a clear affirmative action, signifies 
agreement to the processing of personal data relating to him or her.

 Processing is necessary to satisfy a contract to which the data subject is a party.
 You need to process the data to comply with a legal obligation.
 You need to process the data to save somebody’s life.
 Processing is necessary to perform a task in the public interest or to carry out some official function.
 You have a legitimate interest to process someone’s personal data. 



Information to the patient

 What information should reside in the “ethical” informed consent form?
 Pharma.be developed a template ICF

 What can/should we do on an institutional level?

 Patient portal?

 Internal flows for:
 Retraction of permission (short-term versus long-term)
 Right to be forgotten
 Incidental findings (which data are relevant, who identifies these findings, who provides the info to 

the patient)

Given that patients need to be informed about how their data are processed



Use of residual material

Personal data

Incidental findings

Presumed consent

Pseudonymization



Use of residual material

Definition

Residual material het gedeelte van het lichaamsmateriaal dat is weggenomen met het oog op een diagnose 
of behandeling van de donor dat, nadat een voldoende en relevant gedeelte wordt bewaard voor het 
stellen, verfijnen of voltooien van de diagnose of de behandeling van de donor op basis van nieuwe 
wetenschappelijke gegevens, ten aanzien van deze doelstellingen overbodig is en derhalve zou mogen 
worden vernietigd

 This material can still be of scientific value
 The law on human body material allows its use under presumed consent (opt-out procedure)
 Personal data are coupled to this material
 These data are of crucial importance for most research purposes

VLIR initiated a working group to address the following question:
Can researchers (re)use the personal data associated with these materials under applicable Belgian law and 
GDPR?  



Use of residual material

Belgian legislation

 As most research requires personal data, traceability needs to be guaranteed
 The applicable privacy laws apply => GDPR

GDPR

 Requires a legal basis to allow processing of the data
 While diagnostic or therapeutic use: “to satisfy a contract to which the data subject is a party” or “to 

save somebody’s life” might be used
 GDPR allows the use of data outside the original scope (art 6,4) if they pass a compatibility test: can the 

person reasonably expect such use of the data? 
 Since the person is considered “informed” => use of the data for research is considered acceptable
 GDPR “doelbinding”: Scientific research is not considered incompatible (art 89 $1) with the primary goal
 The GDPR does not require an active consent of the donor if there was a legal basis for the primary 

processing of the data



Use of residual material

However

 The law on human body material states that active and written permission needs to be obtained for the 
processing of personal data (traceable material) (art 10 $7)

 The law on human material underwent several modifications during the past few years. In the clarifying 
phrases accompanying one of these modifications it is stated clearly that the presumed consent also 
applies to the data in case of residual material  



Use of residual material

 Can this reasoning be accepted?
 Do all stakeholders agree that the use of personal data for research purposes using the compatibility test 

(art 6,4 GDPR) [public interest/research as legal basis other than consent – art 5,1 (b) and art 9,2 (j) 
GDPR] is acceptable?

Ethical considerations

 How “informed” is the patient really?

 The patient can probably not judge the complete scope of use and potential incidental findings and can 
therefor not object to be provided such findings

 Can such material also be used for “commercial” purposes?

Given the variety of involved stakeholders investigating the legal basis



Big impact
• Full traceability

• Data management system
• Location of each sample and 

derivate needs to be known at all 
times => infrastructure

• Contracts
• No sample can be used without a 

contract with a biobank
• Including secondary use of 

samples

KB biobanken

Especially when moving outside Europe, 
contract negotiations can be elaborate. 
Further complicated by GDPR



Contracts
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Art. 10. § 1. Overeenkomstig artikel 22, § 2, derde lid, van de wet maakt elke terbeschikkingstelling van 
menselijk lichaamsmateriaal door een biobank, ongeacht of het menselijk lichaamsmateriaal wordt
overgedragen aan een andere biobank dan wel aan een derde, het voorwerp uit van een schriftelijke 
overeenkomst met de persoon of instelling die het materiaal ontvangt
De in het eerste lid bedoelde overeenkomst regelt ten minste de volgende aspecten :
 het voorwerp van het wetenschappelijk onderzoek waarvoor het menselijk lichaamsmateriaal ter beschikking wordt gesteld
 de verantwoordelijkheden inzake het verzekeren van de traceerbaarheid 
 ingeval naar aanleiding van de terbeschikkingstelling van menselijk lichaamsmateriaal door een biobank persoonsgegevens worden 

meegedeeld, de omschrijving van de gepaste technische en organisatorische maatregelen ter bescherming van de privacy

Framework agreements are possible



Contracts

 Development of a joint MTA?
 VLIR initiated this, but broader discussion seems required

 Development of framework agreements between institutions?
 And templates toward third parties, including international third parties

 Inclusion of GDPR related phrasing, especially covering:
 Data protection in countries with “lower” protection standards
 Translation/definition of EU phrasing (e.g. HIPAA versus GDPR) 

 Templates “data processing agreements”
 GDPR compliance requires data controllers to sign a data processing agreement with any parties 

that act as data processors on their behalf

 Templates “data protection processing assessment”
 DPIA is een instrument om vooraf de privacyrisico’s van een gegevensverwerking in kaart te brengen

Given that this “admin burden” is a legal obligation




